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Online Appendices for “Privacy Management in Service Systems” by
Hu, Momot, Wang
Appendix A: Proofs of the Main Results
A.1. Proof of Lemma 1 (Page 12)
Denote py=p, pux =p=op/(1+a(c—1)), and pr, =1/op the service rates of type-i requests, for i = H,
N, or L. Denote B; =1/u; the expected service time of type-i requests. Then, from (7.15) of Adan and
Resing (2015), the residual service time of type-N requests is
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We have three priority classes with the following characteristics:

Type Arrival Rate Exp. Service Time Exp. Residual Service Time Workload
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From Ch. 9.2 of Adan and Resing (2015), we obtain the expected waiting time of each priority class:

Type Exp. Waiting Time
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A customer observes type-H request w.p. «, and type-L request w.p. 1 — . If an infinitesimal customer
discloses information, this customer falls either into type-H or type-L queue depending on the request
type. The expected utility of disclosing customer is thus U; = R — ¢(aWy + (1 — ) W;). If a customer
does not disclose information, this customer’s request will be considered type-N. The expected utility of
an infinitesimal customer withholding information is then U, = R — cWjy. Substituting Wy, Wy, and W,
in Uy and U, we obtain (2)—functions of v and A—disclosure probability and effective arrival rate in the

population.

A.2. Proof of Proposition 1 (Page 12)
When deciding whether to disclose or withhold information, infinitesimal customer compares Uy(y,\) with
U, (7, A). Hence, customer’s behavior is defined by the sign of the difference:
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where
Ev. N =a(l-a)(c(c-Dp+(1—a(l—0)(c®+1))A)y+
(0 (20 +ala—1)o—(a—1)(20—1)) p—a (a03+(a—1)202 —(a—l)(?a—l)a+(a—1)2> A) .
the denominator of the first multiplier of Expression 6 is positive. We then have the following scenarios: (i)

if Z(0,A) < 0 then v* =0 can be supported as an equilibrium; (ii) if £(1, ) > 0 then v* =1 can be supported
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as an equilibrium; (iii) if 39 € (0,1) s.t. Z(¥%,A) =0 then 4 can be supported as an equilibrium (only if

=(1,A) <0). Several of those scenarios can hold true simultaneously. Define:
o <a202 —(a-1)P2—a(l-a)(o— 1))
a (aa3+(a—1)202—(a—1) (204—1)0—&-(0(—1)2)’
p (a202 —(a— 1)2)
a(a%?f(aq)of(aq)?)'

— solutions wrt to A to Z(0,A) =0 and Z(1,A) = 0 respectively. We have the following two technical lemmas

Gola) =

G1 (0[) =

characterizing behavior of functions Z(vy, A) and Go(«), G1(«) in the points of interest:

LEMMA 2. The linear function Z(vy,\) satisfies the following properties:
E(0,A) <0 A > Go(a);

2. 2(L,LA) >0 A< Gi(«) if either (i) o> 1 or (i) 0 <1 and o > in all other regions Z(1, ) < 0,VA.

+1 ;
Proof. Proofs of all technical results are provided in Online Supplement (https://www.dropbox.com/s/
dh9mab85tdahn8k/Online_Suppliment_Privacy_Queues.pdf).
Notice that interior 4 s.t. 4 € (0,1) and Z(%,\) =0 exists only if either (i) Z(0,\) <0 and Z(1,\) >0 or
(i) E(0,A) > 0 and =(1,A) < 0, but only the latter can be supported as an equilibrium. Next technical lemma
specifies behavior of functions Go (), G1 ().

LEMMA 3. Functions Go(a), Gy () exhibit the following behavior:

. oc—3+4/502—-20+1
L Go(e) >0 iff a > — 05—
2. Gi(a) >0 iff either (i) 0 >1 and o> 13— or (ii) o0 <1 and either a < 2= ‘;(1”;;)4" < 1= (in this case

also G1(a) > >0) or a> +1,

3. Go(a) > Gy (a) if Z=2=2v5e ;(1‘”5 e <a< S/QH and Go(a) < G1(a) z'fucﬁ/;2+1 <a.

Additionally, we have:
oc—3+4/502—-20+1

2(02+0-2) < <7+1 < 3/2+1 if o<1 (7)
oc—3+4/502—-20+1
3/2+1<m<w ifo>1

Using results of the Lemmas above and condition 7, we consider the following distinct cases.

Case A: 0 <1

Al)if0<a< 073;(— Vziow then we have Z (1, \) < 0 and Gy () <0, which leads to Z (0, \) < 0 because
A> 0> Go(a). Then, from the fact that = (-, \) is linear in 7, we have v* =0.

A2) if TR R <o < Lo then Go(a) > 0 and Gi(a) € [0.7] (ie., Ga(a) <0 or Gi(a) > f). If
0 <A <Go(a) then Z(0,\) >0 and Z(1,\) < 0. The unique equilibrium is v* =4 € (0, 1), where:

a(a202—|—a(a—1)a—(a—1)(204—1)),u—oz(aa3+(a—1)202—(a—l)(2a—1)a—|—(a—1)2))\
a0 ut @)@ 1N ’
If A > Go(a) then =(0,) <0 and (1, ) <0, hence v* =0.

?y
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A3) if =5 <a< 03%2“, then 0 < G1(a) < Go(a). If 0 < A < G1(a) then Z(0,A) >0 and Z(1,)) >0,
hence v* =1. If G1(a) < A < Gp(a) then Z(0,A) >0 and Z(1,A) <0, hence there is a unique equilibrium
v*=4.If A> Go(e) then Z(0,)) <0 and Z(1,) <0, hence v* =0.

Ad)ifa> 03/;2“’ then 0 < Go(a) < Gi(a). If 0 < A < Gp(«) then E(0,A) >0 and Z(1,A) > 0, thus y* = 1.
If Go(a) < A < G1(a) then Z(0,A) <0 and =(1,A) >0, there are two equilibria v* =0 and v* = 1. Since the
system follows SPT rule (i.e., o < 1), customers have higher utility at v* =1. If A > G1(«) then Z(0,A) <0
and Z(1,\) <0, hence v* =0.

Case B: 0>1

B1) if 0 < a < 15, then Gy (a) <0<\ and hence Z(1, ) <0. Also Go(a) <0< X thus Z(0,)) < 0. Since
E (7, A) is linear in v, hence we should have E (y,\) < 0,Vy € [0, 1], thus v* =0.

o— \/ 50220 . —

B2) if U%Ll <a< %7 then Go(o) <0< G1(e). Then, it must be A > Go(a) < Z(0,A) < 0. If
0< A< Gi(a) & E(1,A) >0, there are two equilibria: v* =0 and v* = 1. Since the system follows LPT rule
(i.e., 0 > 1), customers have higher utility at v* =0. If A> G1(a) < Z(1,)) <0, and v* =0.

o— o2—-20 — —

B3) ifa > %7 then 0 < Go(a) < G1(a). If 0 < A < Go(a) & = (0,A) >0 and E(1,A) > 0, hence
v =1.1f Go(a) <A< Gi(a) & Z(0,\) <0 and Z(1,\) > 0, there are two equilibria: v* =0 and v* = 1. Since
the system follows LPT rule (i.e., o > 1), customers have higher utility at v* =0. If A > G1(a) ©EZ(0,A) <0
and = (1,\) <0, hence v* =0.

We define the inverse function of G (a) and Gy (@): Fo (A\) = Gy* () and Fy (A) = G7* (o). The intersection
point of Fy and F; can be derived as

~ ,U(U% —\/54—1—02)
A= 3 )
02 —o+1

which is positive iff o < 1. Then, we obtain (3) by summarizing all the cases and defining a(\) =

min(Fy(A), F1 (M), a(A) =max(Fp(A), F1(A)).

A.3. Proof of Theorem 1 (Page 15)

The expected customer surplus can be derived as the weighted average of the utility of customers who disclose

and withhold their personal information:

CS(M) =A(WUa (7, A) + (1 =7) Vs (7, 1) - (8)
Hence, CScontrol = CS(7*), CSaiser = CS(1), and CSy¢n1 = CS(0). Function CS(7y) has the following property.
LEMMA 4. Total customer surplus CS(vy) increases with v € [0,1] if 0 <1 and decreases otherwise.

We have the equilibrium information disclosure strategy +* <1 from Proposition 1. Thus, when o < 1,
CSwin1 = CS(0) < CSeontrol = CS(7*) < CSgisat = CS(1) because CS(v) increases with v. When o > 1,
CSwin1 = CS(0) > CScontrol = CS (7*) > CSaiser = CS (1) because CS(y) decreases with v. Inequalities are
strict if v* < 1.
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(a) SPT discipline, o < 1. (b) LPT discipline, o > 1.
Figure 5 Monetary incentive P; needed to induce full information disclosure as a function of the arrival rate A

0.5
Type-H Probability o

and the probability o of a type-H request.

A.4. Proof of Proposition 2 (Page 17)

From Lemma 4, one can easily prove the following result regarding the socially optimal information disclosure

strategy.

COROLLARY 1. Socially optimal information disclosure strategy is v5° =1 if 0 < 1, and v5° = 0 otherwise.

Define o= (X\;0) = {?(1) Ei; if g i } . When o < 1, we have v* =~5° =1 if a > aP* (\). In this case,

CScontrol = CS (7*) = CSqocial = CS ('ySO). Otherwise, if a < aP* (), we have v* <459 =1 and CScontrol =
CS (7*) < CSgocial = CS ('ySO).

When o > 1, we have v* =~5° =0 if a < aP* (\). Here CScontrol = CS (7*) = CSeocial = CS (’yso). Other-
wise, if @ > aP* (), we have 7* <75° =1 and CScontro1 = CS (1) < CSsocial = CS (v5°).
A.5. Proof of Proposition 3 (Page 19)
When all customers choose to withhold information in equilibrium, i.e., v* =0, we must have U, (0,\) <
U, (0,\). To induce customers who withhold information to disclose it, the monetary incentive paid to each

customer not only needs to turn full disclosure into an equilibrium but also needs to make this equilibrium

Pareto dominant compared to withholding information. Thus, we have
Py=max (A(U, (1,\) = Uy (1,A)) , CSyithnola — CSaiset) »

where CSyithnola = CS (0) and CSgjsc; = CS (1) (CS(7) is defined in expression 8). Using expressions (6) and

(8), we can derive
A2 <<(a—1)2_a202) = (—a202+0(a—1)+(a—1)2))
o(p—aX)?(op—(1+a(o-1)N)

AZ(1— -1 —a(l—0o)A 1—- —1) A2
AS = S, — CSagee = Son LMo Dln—allzo) ) callZa)lo 1)

AU, (1L,A) = Uy (1,0) =

)

op(p—ad) (op—A(1+a(o—1))) op CIOVE
where O(\) = (“’M)ELTO?(?(};F)?("A))). Then we have:
cA?
AUy (1,A) =Uq (1, X)) = (CSwithnota — CSaise1) = -Ep, (N)

o (i—ar? (on—(1+a(o—1)N
where:

—

Ep, (M) =0a®(1—0a) (0 —1)* N +au(a?(202 =30 +1) + (20 —0%) + 0 — 1) \—p? (a?0? = a?o +a(o + 1) — 1)
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Figure 6 Monetary incentive needed to induce a customer to adopt the socially optimal information disclosure
strategy (Ps), as a function of the arrival rate )\ and the probability « of a type-H request, when o >1 (LPT
discipline). With a SPT discipline, the monetary incentive P; is equivalent to P;, the amount needed to induce

full information disclosure (see Panel (a) in Figure 5).

u2(a71)2(a02+17¢1)

When o > 1, from the fact that o® (1 —a) (0 —1)*> >0, Ep, (7) = T

—a262u2(a—1)2(o‘—l)(aaQ—a+1)
(a2a2—a2—aa+2a+a—1)2
and Zp, () <0 & X < E€p,. Therefore, when ¢ > 1, we have P; = CSyithhola — CSaisar if A < €p,, or

AUy (1L,A) = Uqg (L)) if A>Ep,.

When o < 1, we have A(U, (1,A\) —U;(1,X)) > CSyithhold — CSaisa for A € (Gi(a),f1), because
U, (1,A) — Uy (1,)) > 0 from Proposition 1 and CSyithhold — CSaises < 0 from Lemma 4. Thus, P, =
AU, (1,A) = U4 (1,0)). Figure 5 illustrates behavior of this function.

>0, and Ep, (G1()) =

< 0, we thus conclude that =Zp, (A) has a unique root &p, in (Gi(a),f)

A.6. Proof of Proposition 4 (Page 20)

From Corollary 1, 45° =1 if o < 1, and v5° = 0 o/w. Monetary incentive P, should be such that 5°
becomes equilibrium. If 45° is an equilibrium, it is Pareto dominant one. When o < 1, thus P°<! =
AU, (1,N) = Uy (1,))), and when o > 1, P7>! = X\(U,;(0,\) — U, (0,))). The exact expressions have the

following form:

cA? (((a —1)°— a202) 1= A (—(1202 +o(a—1)+(a— 1)2))
(i oV (on— (1 talo D))

cA? (0(04202 —a(l—a)o— (202 =3a+1))p—al (aa3+(a71)2027 (2a273a+1)0+(a71)2))

o<l __
o<t =

)

a>1 __
Ps -

olon—(1ta(o AP
Note that P, has only to be paid when P, >0, o/w when P, <0, v5° is already an equilibrium. Next

technical lemma characterizes properties of P, and Figure 6 illustrates behavior of this function.

LEMMA 5. Ifo <1, then P°<! increases in X € (0, i] and decreases in o € [0,1]. Furthermore, P,o <1=0,

if either (i) a < =5 and A=0, or (i) a > 5 and A= G1(@). If 0 > 1, then PZ>" is concave wrt \ €

(0,Go(@)] for Va e ("3+ 5022041

307102 L|: and also increases in o for VA € (0,/1). Finally, P7>1 =0, if either

S

o—344/502—-20+1

(l) a< T 2(0240-2) and AZO, or (’LZ) o> g8t y/boR 2041

3oito 2~ nd A=Go ().
A.7. Proof of Theorem 2 (Page 22)

The following technical lemma derives properties of function AS = CSyitnnola — CSaisel €arlier defined in the

Proof of Proposition 3.
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LEMMA 6. AS = CSyithnold — CSajser = 2U=e=D) 2 yypere @ (\) = LmedlonA0dalo=D)) - myriper-

on B’ (i—a(i—a)r)
more,

1. if o <1 then AS <0 decreases in A; limy_,; AS =—o00; AS <0 when A=G1(a) and o > +1, AS=0

when A=0 and o < g%rl;

2. if o >1 then AS >0 increases in A and limy »g () AS > 0.
Case o < 1: we have v5° = 1. From the proof of Proposition 4, we have P, =0, if a > +1 and A = Gy (a);
also, v* =0 for o > ﬁ > —. Thus, CSsocial — CScontrol = CS (75°9) — CS (v*) = CS (1) — CS(0) = —AS.
From the derived properties of AS above, we have —AS increases in A and —AS >0 when a > — A T and
A= G;. Hence, there exists a £ such that P, < CSgocial — CScontrol for VA € [G1(a), G () +&1].
Case ¢ > 1: we have v3° = 0. From the proof of Proposition 4, we have P, =0, if a > %‘fj{’“ and
A= Go(a); also, v* =1 for a > I= 3;(}21‘;2 TV Thus, CSeocial = CScontrot = CS (150) = CS () = €S (0) —

CS(1)=AS. From the derived properties of AS above, we have AS increasing in A and limy g, (a) AS >0
when o > 073;(0— ”2?:’::22;“ and A = Go(a). Hence, there exists a & such that P, < CSgocial — CScontrol for

VA € [Go(a) — &2, Go(a)].
Appendix B: Alternative Model Formulations
B.1. Multiple Request Types and Priority Classes (Page 25)

We can generalize our model to a setting with M types of service requests. Customers face a class-i request
with an exogenous probability «; € [0,1], for i =1,..., M, and Zfil a; = 1. The service time of a class-i
request follows an i.i.d. exponential distribution with mean B; = 1/(o;u); and the service rate of type-i
request is p; = oyp for i =1,..., M. Without loss of generality, we let oy =1 and, under the SPT (resp.,
LPT) policy, order these request classes by their mean service time from short to long, i.e., o0; > 0; if i < j
(resp., long to short, i.e., o; < o; if i < j). We then can derive the average service time of all requests as
S M @/ (o:p), the capacity of the service facility as 7 = (Zfil o/ (ai,u))_l, and the request class with
the longest (resp., shortest) average service time shorter (resp., longer) than the average service time of all
requests as

— o
j=1

m = max ie{l,...,M}|ai><Zaj> 9)

<.

under SPT policy (resp., m = max{i |o; < (Zﬁl aj/O'])_l} under LPT policy). The service provider
will prioritize requests in the following order: (i) “bucket”-H: 1,...,m requests, (ii) “bucket”-N: requests
from information-withholding customers, and (iii) “bucket”-L: m + 1,..., M requests. Within these three
“buckets,” service requests are treated according to the priority policy that the service provider uses.

Note that the service rate of requests from withholding customers is 7. Then, from (7.15) of Adan and
Resing (2015), the residual service time of bucket-N requests is
E(B3) _ S, af (0%)

2By Zf\il a;/o; .

We have M + 1 priority classes with the characteristics as specified in Table 1.

RN:
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Type Arrival Rate Exp. Service Time  Exp. Residual Service Time Workload

1 YA Bi=1/(01p) Ri=1/(01p) p1=auyA/ (1)
m X YA B, =1/(omp) Ry =1/(omp) P = YA/ (T i)
M YLy i/ (o7n) M
N (I=7)A By =2 2 aif (oip) RN:W pn=1=7) A2, aif (i)
m+1 O‘m+17)‘ By = 1/ (Um+1M) Ry = 1/ (Um+1M) Pm+1 = am+17)‘/ (UM+1#)
M auyA By =1/ (omp) Ry =1/ (omp) pu = anyA/ (Oup)

Table 1 Summary of characteristics of different customer classes.

Type Exp. Waiting Time

_ — 1

1 W, = 1—py +Bi = oy —Ayay

>t piRg B
m W — 1= —1 + ’rn_l

m (1_2?;101')(1_2?;1 Pz’) 1*2211 Pi

M piRi+pNR B

N WN — Zz_l pilviTpPNIAN N
(-2, pi—pn) (=S pi)  1-2pi
Z?S{l piRi+pN RN Byt

m‘l’]- Wm+1:(

i + :
1-ym Pi—PN)(l—E?;l pi—pn) | 121 pi—PN

g
i — 'R'+PNRN B
M W]M == V Zz 1PiT — + ,M
(=M, pi—on) (=M pimpn) | 1-2M T pi-on
Table 2 Expected Wait Times of Different Customer Classes

Then, by Ch. 9.2 of Adan and Resing (2015), we can derive the expected wait times of all classes W,
fori=1,...m,N,m+1,...,M as specified in Table 2. A customer’s service request is class-i w.p. a;. The
expected utility of a disclosing customer is U; = R — cZ?il a; W;. If a customer does not disclose information,
this customer’s request will stay in bucket-N. The expected utility of a withholding customer is then U, =
R — ¢Wy. Disclosing customers are prioritized (over withholding customers) to bucket-H with probability
S, @, and deprioritized with probability > 1
bucket-L requests are y .- o;W;/ > " a;, Wy, and Zfimﬂ aiWi/E?imH a;, respectively. Overall, we

«;. The expected wait times of bucket-H, bucket-N, and

have customer’s expected utility as:

10
U,=R—cWyx if customer withholds information. (10)

U— {Ud =R- chil a; W, if customer discloses information;
Substituting W; and Wy in U, and U, we obtain U; and U, as functions of the disclosure probability -
and effective arrival rate A in the population. Similar to Proposition 1, we can derive customers’ equilibrium
information disclosure strategy ~ by investigating Uy(vy,A) — U, (7, A). Similarly to the base model, full
information disclosure v =1 is an equilibrium if Uy(1,A) = U,(1,A) >0 (y=0 and v € (0,1) cases can be
derived similarly). Even though we expect similar insights to hold under this general model as compared
to those of the base model, the analytical analysis is prohibitive due to complexity of the expressions for

waiting times W; (as per Table 2) and threshold m. We thus resort to the numerical analysis to verify the

main insights of the base model.
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For the particular numerical experiment that we report, we assume o; = 1/i under SPT policy (resp.,
o; =1 under LPT policy) and that «; follows a Binomial distribution with parameters M =10 and p: a; =
(M Hpt(1—p)M " fori=1,..., M. Figure 7 illustrates the equilibrium information disclosure strategy 7*
as a function of the arrival rate A and the priority discipline (i.e., SPT or LPT). We observe that, when given
control over their information, customers may choose information disclosure strategies that deviate from the
socially optimal one (i.e., 7° =1 under SPT and v° =0 under LPT), which will lead to inferior social welfare.

This result confirms the insights from our base model: there exist regimes under which privacy regulation in

the form of giving customers full control over information may backfire.

051

Equilibrium Information Disclosure Strategy 7*
Equilibrium Information Disclosure Strategy ~*
°
o
T

’ Arrivel Rate A o o E Avrival Hate A i s
(a) SPT discipline, p = 0.45. (b) LPT discipline, p=0.2.

Figure 7 Customers’ equilibrium information disclosure strategy 7" as a function of the arrival rate ).

Finally, Figure 8 shows that the threshold m is an increasing function of p. This is intuitive: when p
increases, the probability mass of the Binomial distribution moves to larger 4, so the threshold m also
increases. More generally, the threshold naturally increases when the probability mass is shifted towards

higher request types (i.e., there is more weight on higher «;).

m

0 0.5 1
P

Figure 8 Threshold m as a function of p, M = 10.
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(a) SPT discipline, o < 1. (b) LPT discipline, o > 1.
Figure 9 Difference between the total customer surplus under customers’ full control of information and under

no information disclosure, CScontroi — CSwithhold, @s a function of the arrival rate )\ and the probability o of a
type-H request. In all of our colored graphs, for better contrast we plot the normalized value of z:

sign(x) (1 — ez‘Sign(_z)) .

B.2. No Disclosure Benchmark (Page 26)

The following result is immediate from Lemma 4.

THEOREM 3. Whether self-control over personal information is less or more beneficial to society than is no
information disclosure depends on the priority rule adopted by the service provider. If the provider prioritizes
short jobs (SPT discipline, o < 1), then self-control over information leads to weakly higher total customer
surplus (i.e., CSeontrol = CSwithnola); otherwise, if the service provider prioritizes long jobs (LPT discipline,
o> 1), then CScontrol < CSwithnola- The inequalities are strict if given control over personal information some

customers choose to disclose it (i.e., v* > 0).

When the service provider’s priority policy is aligned with collective incentives (i.e., under the SPT policy)
and it can only be implemented if the provider obtains customers’ personal information, a stricter privacy
regulation that forbids information collection hurts customers’ total surplus. On the contrary, if the service
provider’s priority policy is misaligned with the interests of society (i.e., under the LPT policy), proscribing
information collection increases total customer surplus. Figure 9 shows that the magnitude of the difference

in customers’ total surplus under self-control and no disclosure is higher when the system is more congested.
B.3. Heterogeneous Waiting Costs (Page 27)
The next lemma gives the expected individual utility of disclosed and undisclosed customers under through-

put A.

LEMMA 7. Given the arrival rate A and the population’s disclosure probability v, an individual customer’s

expected utility from disclosing information Uy (v, A), and from withholding information U, (7y,\) are

— _ cHgo CL(lfoa)‘u‘
Us(7,\) =R (H*Pf‘/oz/\ + (uﬂ)(uﬂ(aﬂhﬂ,)(l,a»)) , o
Uy (7:A) =R (ack+(1—a)er )i

T (r=yed) (p=A(at(1-7)(1-a)))
Proof of Lemma 7 Due to the memoryless property of exponential distribution, the expected service

time B; and residual service time R; of class i requests are identical, B; = R, =1/pu, for i=H, N, or L.
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Then, we have effectively three priority classes with type-i workload: pg = ayA/p, pxy = (1 —v) M/ u, and
pr = (1—a)yA/p. From Chap 9.2 of Adan and Resing (2015), we obtain the expected waiting time of each
request type:

Type Exp. Waiting Time
B W, = 5y

p—ya
_ PHRHTPN RN BN
N W= i t oon — BRI A== )
L W, = PHRHTPNENTPLRL BL

~ (A—pu—pn=pr)(A=pag—pnN) 1-ppg—pn (=) (u— >‘(O‘+(1 NA=a)))

If customers disclose information, they will have type-H request w.p. «, or type-L request w.p. 1 — a. Then,
the expected utility of disclosing customers is Uy = R — (cgaWy + ¢, (1 —a) W), If customers withhold
information, they will have type-N requests. The expected utility of withholding customers is U, = R —
(acy + (1 — ) er) Wy. Substituting Wy, Wy, and W, in U, and U,,, we obtain (11). O

PROPOSITION 5. There exists a symmetric equilibrium information disclosure strategy v* such that

v if A= max{Ho, H,},
. 1 if \<min{Hy, H,}, 1)
= (1—a)pcp —a(p=XNc :
a(l- a)(uLCL (n— A)cH) €(0,1) if Hy <A< Hy,
0orl otherwise,

whereHozu(l_m) andle,u( w)

acyy a“cpy

Proof of Proposition 5 In this case, the sign of Uy (y,A) — U, (7, A) determines customers’ equilibrium

behavior:

)\ =
N R Y e YR (e T ) R "

where the denominator of the first multiplier of Expression (13) is positive and Z(y) =

a(l—a)(uer —(p—ANcem)y+ (a(p—A) ey — (1 — ) pey) is a linear function of ~.
When a < 1o 0= > 1o >

o Ifpey —(p=ANen<0& > ey ( CL), = () is a decreasing function of ~.

CH

CIE() >0 > O oy L A< (1 - w) then all-share (i.e., v* = 1) is the only equilib-

- a2(

rium.

—If2(0)>0and (1) <0< 4 O‘)“<CH<(1 O‘)“@u(l w)</\<u< %),then

a2(p—X) a(p—2X) a?e ac

there is a non-trivial equilibrium v* = a((ll (Z))‘ZZLLLQEZ i;if{ 5 € (0,1).

I E(0) <04 o < Gmol @u@_%) </\<u(1——> then all-hide (i.e., 7* = 0) is the

only equﬂlbrlum.

o If e, —(u—Neg >0 < ez (1 — g—z), E(v) is an increasing function of v. We have
E)<0e < in< ¢ (#zi‘; SA>pu (1 - ETL,) > (1 - %» then withholding (i.e., v* =0) is

the only equlhbrlum.

Whena>l¢>%<l’f“<l

o If e, —(—N)ep <0& 2> L A<y (1 %>7 E(v) is a decreasing function of v. We have
E(1)20e > 0x > U a)‘u:))\<u< )<u(1—(17§‘$),thenall—share(i.e.,w*zl)isthe

a2 ( a‘cyy

=X

only equilibrium.
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o pep—(p—ANeg >0 L <L A>p (1 — —) = () is an increasing function of ~.
—If=2(0)20s H > ((11( a)“ S A< /L( e O‘)CL) then all-share (i.e., v* =1) is the only equilib-
rium.
—TE(0) <0and Z(1) >0 Grels < et ool (1 Goden) < a < o (1 Oges ) then

there are two stable equilibria v* =0 and 1 (i.e., follow the crowd behavior).

CHEQ) <0 @< Gl g iy (1 - %) then all-hide (i.e., 7* = 0) is the only equilib-

= a2(

rium.
Thus, customers’ equilibrium behavior is given in (12). O
The customer surplus can be derived as the product of the effective joining rate and the expected utility

of customers:

CS(v) = A(WUa (7, \) + (1 =7) Us (7, A))
:A(R_< vene veL(l—a)p N (1—9)(acx +(I—a)er) p ))
—yaA  (p=A)(p=A(a+(1-7)(1-qa)) (k—yaX)(p—A(a+(1-7)(1-a)))
By the property of the cu rule, it will be socially optimal for a social planner to prioritize customers with

higher waiting cost, or equivalently to not to prioritize customers with lower expected waiting cost. Thus,

we have the following proposition.
LEMMA 8. Customer surplus C'S (7y) is an increasing function of .

Proof of Lemma 8 Using (11), we can rewrite C'S () as

st =x|r- & —Au) CH;MCL 3u(2a— 1)* (e —cr)
=2 (w(1=a)’ +a® (1=1)) + (en = ) The (7)
_ a(l—a)(2a—1)A2 a(l—a)(p—ar)?x
where I (v) = S0 Z057 + S Gam - (aen + (o a)ea 3 Ovem ey - Ve Rext prove that I (3)

decreases in v by showing that its first derivative

() all—a)2a—1)°X3(1—7) - o
5 om—en) (i A FaA T Ay —2any)? AT AT T2 A7) >0

If «<1/2, 2p— A+ (1 —2a) My is an increasing function of v, so 2u — A+ (1 —2a) Ay > 2 — A > 0; and if

a>1/2, 2u— A+ (1 —2a) Ay is a decreasing function of 7, so 2u — A+ (1 —2a) Ay > 2 — 2aA > 0. In the
above cases, we have 0Ty, () /07 > 0. Thus, CS (7) increases in . O

From Lemma 8, the following proposition is immediate.

PROPOSITION 6. If the service provider prioritizes jobs with higher waiting cost, then self-control over
information leads to weakly lower total customer surplus (i.e., CScontrot < CSaiser). The inequalities are strict

if given control over personal information, some customers choose to withhold it (i.e., v* <1).

We have C'Syithnotd — CSaice = CS (0)—CS (1) = —%’:;ﬁi;’\? < 0. Customers choose v* = 1 in equilib-
rium only when U, (1,\) — U (1,A) < 0. When A (U, (1,A) — Uy (1,A)) < 0 A < (1 - %) disclosing
is an equilibrium and is socially optimal, so no need to induce customer to do anything. Thus, we need
to use monetary incentive to induce customers to disclose information, which is also the socially optimal
information disclosure behavior, only when A (U, (1,A) —U; (1,\)) >0 A>pu (1 — %)

A2 ((a —1)? pep —a® (u—N) CH>

P,=P, = 5 . (14)
(=2A) (p—a)
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B.4. Strategic Balking and Control over Information (Page 28)

Recall from Section 3.2 that the service reward has a lower bound: R > ¢(14+«(o —1))/ou. Let A denote the
total arrival rate of customers. The effective joining rate A = gA, which is defined by the joining probability g,
can be no higher than a join-up-to level A\*. If the total arrival rate to the service facility is below this level (i.e.,
if A < \*) then customers will join with probability ¢ =1 (and so A = A); they expect a non-negative surplus.
But if the total arrival rate is above this level (A > A*), then customers will join with probability ¢ < 1.
Hence the effective joining rate remains at this join-up-to level (i.e., A= A*) and all customers receive zero
surplus. In other words, the join-up-to level represents the upper bound on the service provider’s throughput
when customers strategically choose to join or balk.

We emphasize that all the results and conclusions derived in Sections 4 and 5 continue to hold under this
alternative setting of lower service reward values. So here the customers’ equilibrium information disclosure
strategy, our comparison of total customer surplus under customers’ self-control over information with that
under the full or the socially optimal information disclosure strategy, and the monetary incentives needed to
induce particular information disclosure behavior, are all independent of the service reward R and remain
structurally the same. The goal of this alternative model is to develop additional insights into how customers’
control of their personal information affects the service provider by changing the system’s join-up-to level

and thus its maximum throughput. The following technical lemma derives the equilibrium join-up-to level.

LEMMA 9. The equilibrium join-up-to level of the service system \* is given as follows:

v*min{Aq(a), Fy (o)} + (1= 7)Au(@) if 0 <1 and v* € {0,1},
A ()= A Ua(7 (Am)s Am) =0 if o<1 and y* €(0,1), (15)
Y Aala) + (1 =)\, () if o >1 and v* €{0,1}.

Here v* is the Pareto-dominant information disclosure strategy characterized in Section 4.1, and the functions

Ay Fr (@), Ay(@), and Mg(a) are characterized in the proof.

This lemma characterizes the equilibrium join-up-to level in the service system, A*(a) as a function of \;(«)
and A, (a)—join-up-to levels of customers who all disclose (d) or all withhold (w) information, correspond-
ingly. Note that A\,(c) and A, () characterize join-up-to levels in hypothetical systems in which all customers
either disclosure or withhold information, respectively. Figure 10 plots the join-up-to levels Ay() and A, ()
as well as the equilibrium join-up-to level \*(a). We can see that, if the service provider adopts an SPT
policy (o <1, Panels (a) and (b) of Figure 10) and if all customers disclose information (v* =1, in regions
IIT and IV), then the joining rate of customers may be upper bounded not only by the join-up-to level A\ ()
but also by F;'(a) (the overlap region of the blue and the black curves on panel (a) of the Figure). Suppose,
for instance, that the service reward is high enough that A, and )\, cross region III (Panel (a) of Figure 10);
then there exists an intermediate range of o for which F; () € [A,(a), Aag(cx)]. Here the customers have no
incentive to join at the rate that exceeds F| ' (a) because then they would all prefer withholding information.
At the same time, the join-up-to level when all customers withhold information, A, (), is below Fy '(a).
So even if the total arrival rate A exceeds the system capacity i, in this case customers will join only at

rate F; '(a) and each customer has a positive individual surplus. That result is driven by customers having
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control over their personal information. As far as we can tell, this outcome has not been reported in “unob-
servable queue” models, where customers usually obtain zero surplus at the join-up-to level. In addition, if
the service reward is relatively small—so that \,, and A4 cross region II (Panel (b) of Figure 10)—then there
is an intermediate range of o within which \* € [(;\w(a), S\d(a))]. Here, at the join-up-to level A*, customers
use a nontrivial information disclosure strategy v* € (0,1) and expect zero surpluses.

An examination of Figure 10(c) reveals that, when a service provider employs the LPT priority rule (¢ > 1),
there exists an interval on which customers follow a two-tier join-up-to level: (i) customers use A\4(a) as
their join-up-to level if the total arrival rate A to the system is lower than some threshold F;'(a); and
(ii) the maximum throughput is A, (c) if that arrival rate A is higher than F,; *(c) (this is happening in the
region where for each a we observe two levels of black line A*). This result reflects customers’ use of different
equilibrium information disclosure strategies depending on whether A is below or above F; *(«). In all other
regions, customers’ join-up-to level is less intricate: they join at a rate no higher than A\4(a) (resp., A, (a))

if it is in their interest for all to disclose information, v* =1 (resp., to withhold information, v* = 0).

Arrival Rate A

Arrival Rate A

vy =1

(IT) v* € (0,1)

| / L |
0 0.5 1 0 0.5 1
Type-H Probability o Type-H Probability o
(a) o<1,R=4 (b)o<1,R=1
2.

Arrival Rate A

0 0.5 1
Type-H Probability a
(¢)o>1,R=4

Figure 10 Join-up-to level \* as a function of the probability o of a type-H request: SPT discipline in Panels

(a) and (b); LPT discipline in Panel (c).

Next, we investigate the effect of customers’ control over information on the join-up-to level, or the

service provider’s maximum throughput, which directly affects its potential profitability. More specifically,
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we compare the equilibrium join-up-to level when customers have control over their personal information,

A (), with the join-up-to level in the benchmark case of full information disclosure, Aq(cv).

THEOREM 4. In comparison with full information disclosure, customer control of information can only
benefit the service provider by increasing the join-up-to level, if it employs the long-processing-time-first
priority discipline (LPT, o > 1). In all other cases, customer control of information weakly reduces the join-
up-to level at the service facility and hence also the service provider’s mazimum throughput. Formally: if

o >1 then \*(a) > Ag(a); otherwise, \*(a) < Ag(a).

Proof This theorem is straightforward from Lemmas 9 and 10. O

The join-up-to level at the service facility is closely related to the average wait time experienced by
customers. Recall from Theorem 1 that a service provider’s adoption of the LPT priority discipline lengthens
customers’ expected wait time. It follows that allowing customers to control their personal information may
shorten their expected wait time under a given joining rate, which raises the join-up-to level and benefits the
service provider (see also Lemma 9). In contrast, a service provider that adopts the SPT priority discipline
reduces expected wait time and so the customer control of information may lower the join-up-to level , by
increasing the expected wait time under the same throughput. A lower join-up level would, of course, reduce
the service provider’s profitability.'?
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12 Assuming that customers make join/balk decisions after observing their request type does not change the result
of Theorem 4 structurally. First, the join-up-to level of information-withholding customers \,(c) doesn’t change—
the service provider has no information to prioritize their requests, hence such customers have no reason to behave
differently. Second, the join-up-to level of information-disclosing customers Ag(a) will increase if ¢ < 1 and decrease
otherwise—customers with type-L requests when balking increase the proportion of type-H requests in the throughput,
which increases A\4(a) under SPT discipline and decreases it otherwise.
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